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Abstract:

This study aimed to identify the role of modern internal audit trends
in reducing cybersecurity risks in Libyan telecommunications companies
in Tripoli, focusing on three main dimensions: risk management, corporate
governance, and value-added auditing. The importance of the study stems
from the increasing cyber threats in the digital business environment and
the challenges they pose to institutions that rely on electronic systems in
managing their data and operations, especially telecommunications
companies that handle sensitive and vital information.

The study adopted the descriptive analytical approach. Primary data
were collected through a questionnaire distributed to a sample of
employees working in the selected Libyan telecommunications companies.
The theoretical framework of the study was also based on a number of
relevant Arabic and foreign studies in the fields of internal auditing and
cybersecurity.

The study found that modern internal audit trends have a statistically
significant role in reducing cybersecurity risks. The results also showed a
significant role for each of risk management, corporate governance, and
value-added auditing in enhancing the ability of telecommunications
companies to confront cyber threats and reduce their effects. In addition,
the findings indicated that developing internal auditing and activating its
modern roles can contribute to improving the internal control environment,
increasing transparency, supporting decision-making, and strengthening
the protection of information and digital assets.

The study recommended supporting internal audit departments in
Libyan telecommunications companies, providing specialized training
programs in cybersecurity, enhancing integration between internal audit
and information technology departments, and developing regulatory and
governance frameworks in line with technological developments and
emerging digital risks.

Keywords: Internal Auditing, Modern Trends, Cybersecurity, Risk
Management, Corporate Governance, Libyan Telecommunications
Companies.
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